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FIFI n OF THP INVENTION 

The invention relates generally to computer based client/server 
communications, and more particularly, to dynamically customizing the content on 
server Web site pages in response to distinct classes of clients for hypertext 
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tagging based communications on a network. 
RAr.KGRQUMn nP THE INVENTIO N. 

The NET or Internet, as is commonly referred to, is basically a network of 
various types of computers, connected over telecommunication lines, 
communicating with each other through a protocol known as Transmission Control 
Protocol/Internet Protocol (TCP/IP) for the purpose of exchanging information. 
Being "connected to the Internet" can mean anything from sending a simple 
message to a colleague across the state, to logging into another computer halfway 
around the world to search and retrieve text, graphics, sounds and even movies. 
Accessing the Internet requires a computer which has TCP/IP communication 
capabilities and is physically connected to the Internet with an identifiable Internet 
address. Many Internet service providers, such as Prodigy, America On Line, and 
CompuServe, offer access to the Internet through their TCP/IP compatible UNIX 
computers already connected to the Internet. A subscriber to one of these service 
5 providers need only have a personal computer and modem to make a 
telecommunication connection to the service provider's UNIX computer. 

Various information exchanges on the Internet are available through 
functions such as electronic message exchange (E-mail) and File Transfer Protocol 
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(FTP or ftp.). Electronic mail is a service that allows two people to send messages 
to each other in a near real time manner. Messages can be sent to one address 
or multiple addresses. E-mail can also be used to retrieve documents from other 
computers on the Internet. FTP refers to moving files from one place to another 
5 on the Internet. The files may contain electronic documents, images, sounds, etc. 
Anything stored on the computer can be moved with FTP. 

In recent years, a new mode of navigating through the Internet called the 
world Wide Web (WWW) has emerged which provides a hypertext interface to 
10 information on the Internet. The WWW uses the client-server model of computer 
interaction, with the server being a computer on the Internet providing information, 
and the client being a computer retrieving the information. The normal way to 
navigate through the internet is by moving through directory trees of information, 
whereby moving from node to node requires providing an address for each node. 
15 Likewise if the nodes are Internet sites, computers on the Internet, movement from 
one site to another requires providing an address for each site. In contrast, with 
the hypertext interface information can be stored and retrieved in a non- 
hierarchical structure. In essence, one can "jump" from one place of information 
on the internet to another through a series of "hypertext links" created by someone. 
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A hypertext link can literally allow one to simply select a word, using a mouse or 
key command, and immediately be transported to another document on the Internet 
halfway around the world. 

5 In a hypertext interface ail the technical aspects of moving from computer 

to computer are hidden, leaving the client free to explore without interference. 
Communication through the WWW function is by a HyperText Transport Protocol 
(HTTP) which uses a HyperText Markup Language (HTML). The HTML uses 
Uniform Resource Locators (URLs), which are a way of specifying the location of 

10 something on the Internet, to make the hypertext links. A standard form of URL 
address for accessing a particular word 26 marked by HTML, in a chapter called 
Web-chapter, in a book stored on a hard drive in a WWW server is: 
http://dgf21.xpr.cs.wwu/book/Web-chapter.html#word 26. The http connection at 
the beginning identifies this address to the Internet as a WWW server. 

15 

Access to the WWW requires a software tool typically referred to as a client 
or browser, which is installed on the computer used to access the Internet, or 
installed on an Internet service provider's computer on the Internet that offers 
access to the WWW browser. Browsers may be text based line browsers or, 
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graphical based browsers such as Mosaic or Netscape. 

The ln.err,el is being ir,creasingly used for commerce by compar^ies. with 
internet sites or services, providing opportunities to consumers to make 
purchases. In addition to automated secured transactions, commerce on the 
s internet requires development of sonware based marketing tools unique to the 
interne, structure. Typically, when a client's Web browser points to another Web 
server via a hypertext link, the URL address of the Web server will display the 
address cf the transferee Internet site that the Web browser will jump to if the 
hypertext link transfer is executed. As a result, consumers may feel a reluctance 
,„ to conduct transactions through a transferee Internet site they have not directly 
signed on with, have not had a long standing relationship with, or have not 
developed a comfort level with the transferee Internet site's label, brand and Web 
site content. 

Accordingly, .here is a need for customized marketing of consumer sen,ices 
through hypertex. based communications wherein the content of the hypertext 
based communications is dynamically customized to take advantage of a 
consumers existing familiarity with a specific Internet site marketing partner. 
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Ql IMMARY OF TUP IMVFNTION 

The present invention is a server based communications system operable 
in a network environment. The system employs a server software tool for 
presenting HTML tagged information which is customized according to a particular 

5 class to which a client, accessing the system, belongs to. The class of the client 
may be clients referred to the system by a particular network site. The system also 
includes a database responsive to the server which dynamically retrieves data 
stored on the system, in accordance with stored requirements which define the 
customization for the particular class of clients, to provide customized content on 

,0 HTML documents. Lastly, the system includes a processing subsystem for 
manipulating the server and database software tools in response to the HTML 
tagged requests from the client. 

Preferably, the server based communications system the server software 
,5 too, is a Netscape Commerce Server which responds to hypertext protocol and 
tagging conventions such as H^P and HTML. Preferably, the database software 
operating in conjunction with the server software tool is a commercially available 
database tool, known as RDBMS. which is produced by Oracle software company, 
is understood that other commercially available web server and database 
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software tools may be employed as desoribed herein within the scope end intent 
of the present invention. 

in accordance with the present invention the sever based communications 
3 system is utilized to ma*e. consumer services, such as floral and gift services, via 
HTML documents presented to a client that has accessed the system by referral 
from another network site. The referral network site can be a partner participating 
with the host of the se^er based communications system or a participant seeking 
to utilize the sen,er based communications to develop its own marketing position. 

10 

The system presents HTML documents which contain hypertext links, 
presented as single links or image maps. i.e.. grouped links, which are anchored 
to data that is dynamically retrieved by the database means in response to the 
particular class to which the client belongs to, i.e., based on the Identity of the 
,3 network site referring the client to the system's server. Such a dynamic retrieval 
of data facilitates dynamic configuration of content on all anchored HTML 
documents so as to meet specific requirements of a marketing participant, 
customization can be either a co-branded format, whereby content includes both 
the hosfs brand name and the participanfs brand name, or a private label format. 
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Whereby only the marketing partioipar,fs brar,d name is displayed on the HT1V.L 
documents presented to clients. 

The present invention employs a dynamic tokening scheme whereby a 
5 token, indicative of the identity of the referring network site, is passed between 
successive HTML documents so as to track the necessary customization 
requirements for. a„ HTML documents presented to the client. This dynamic 
tokening scheme relies on software e.ecutables including tokening.cgi and 
trackcgl, and markup tags such as PORTS, URL, and IMAGEMAP. 

10 

The server based communications system provides a participating vendor 
with the ability to supply the system with HTML documents wherein the vendor has 
access into the system for control over the HTML documents supplied by the 
vendor. Moreover, the vendor has the ability to transfer HTML documents 
.3 pertaining to product data, and receiving from the system encrypted files 
containing orders. 

The sender based communications system can be operated in an Internet 
environment or an Intranet environment where hypertext protocol and tagging 



-8- 



TOBIN-3 



conventions are uUliaed for communications between a client and sewer. The 
intranet environment can be localized to an America Online group of clients 
designated as Digital City, or a geographic area, or a corporate grouping of 
employees. ,n either type of locality, the system can customize the content on 
, HTML documents presented in the Intranet environment in accordance with .he 
specific requirements of the localized Intranet group. 

ppirr OF'i^P'pTinN OF THF PRAWINOS 

The invention v,i„ be better understood with reference to the following 
,0 illustrative and non-iimiting drawings, wherein like graphic elements or features are 

like numbered, in which; 

FIG 1 A is a schematic of a typical communications network including single 
Client stations, a local area network (LAN, of client stations and servers 
interconnected across the Internet. 

P,G 1B is tabular display of typical hardware elements for a client and a 
server and respective software elements which configure the hardware elements. 

FIG 1C is a PC Flowers & Gifts home page Web site providing internet 
consumers a variety of floral and gift purchasing opportunities through hyper 
graphic or text based links. 
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FIG. 2 is a PC Flowers & Gifts Web site page, shop by occasion, accessible 
via a hypertext link from the home page Web site depicted in FIG. 1 . 

FIG. 3 is a PC Flowers & Gifts Web site page, birthday gifts, accessible via 
a hypertext link from the Web site page depicted in FIG. 2. 

FIG. 4 is a PC Flowers & Gifts Web site page, shop by category, accessible 
via a hypertext link from the home page Web site depicted in FIG. 1 . 

FIG. 5 is a PC Flowers & Gifts Web site page, balloons, accessible via a 
hypertext link from the Web site page depicted in FIG. 4. 

FIG. 6 is a PC Flowers & Gifts Web site page. link, lists, and laughs, 
,0 accessible via a hypertext link from the home page Web site depicted in FIG. 1 . 

FIG. 7 is a PC Flowers & Gifts Web site page, how it works, accessible via 
a hypertext link from the home page Web site depicted in FIG. 1 . 

FIG. 8 is a PC Flowers & Gifts Web site page, e-mail holiday reminder, 
accessible via a hypertext link from the Web site page depicted in FIG 7. 

FIG. 9 is a PC Flowers & Gifts Web site page, item information, accessible 
Via a hypertext link from the home page depicted in FIG. 1 or the Web site page 

depicted in FIG. 3. 

FIG. 10 is a PC Flowers & Gifts Web site page, order form, accessible via 

a hypertext link from the Web site page depicted in FIG. 9. 
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FIG. 11 A is a Web site page of a marketing co-partner. Pathfinder. 
Fig. 1 1B is a Pathfinder Web site page which is accessible via a hypertext 
link from the Web site page depicted in FIG. 1 1A. 

FIGS. 11C-20 show co-branded Web site pages that correlate to the PC 
5 Flowers & Gifts Web site pages depicted in FIGS. 1C-10 which are customized 
with both the PC Flowers & Gifts and Pathfinder brands . 

FIG. 21 is a Web site page of a marketing partner, Homearts. 
FIG. 21 B is a Homearts Web site page which is accessible via a hypertext 
link from the Web site page depicted in FIG. 21 A. 

FIGS. 21C-30 show private label Web site pages that correlate to the PC 
Flowers & Gifts Web site pages depicted in FIGS. 1C-10 which are customized 
solely with the Homearts brand. 

FIG. 31 is a schematic highlighting key dynamic tokening features in 

accordance with the present invention. 
15 FIG. 32 is a block diagram of the principal process features of the 

executable tokening.cgi. 

FIG. 33 is a block diagram of the principal process features of the 

executable track, cgi. 



10 
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DETAILED DFRCRIPTIQN OF THE IN VENTION 

Although the present invention can be used in many applications which can 
utilize customization marketing tools unique to client/server communications across 
a variety of communication network structures, the present invention is described 

5 in its application to PC Flowers & Gifts, an Internet site providing floral and gift 
services through Web site pages which are dynamically customized to the 
requirements of other Internet sites referring clients, i.e., consumers, to the PC 
Flowers & Gifts Web site pages. Accordingly, the present invention will be 
described in its application to the PC Flowers & Gifts Internet based marketing 

10 program whereby participating Internet Service providers or Web sites display PC 
Flowers & Gifts Web site pages customized to the requirements of the participating 
Internet Service provider or Web site. 

The PC Flowers & Gifts marketing program comprising the floral and gift 
15 Web site pages are dynamically customized in accordance with the participating 
Internet site's requirements which may be co-branded, private label or, a program 
of labeling unique to the participating Web site. More specifically, the PC Flowers 
& Gifts Web site pages are customized in both a graphic and a content format to 
take advantage of the consumer's familiarity with the participating Internet site's 
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position in the marketplace, the consumer's trust in the participating Internet site's 
established brand name, or the consumer's existing relationship with the 
participating Web site. 

Marketing on the Internet presents problems as to how to customize the 
participating Web sites marketing services to take advantage of an established 
market presence on the Internet. Typically, when browsing on a Web site which 
is pointing to a Web server, the URL of the Web sen/er appears, rather than the 
URL of the pointing Web site, which clearly indicates that the consumer will be 
dealing with a different Internet site, possibly an Internet site the consumer is 
unfamiliar with. Moreover, a method is needed whereby the identity of an Internet 
site participating in the marketing program or, an Internet site referring a client or 
user to the PC Flowers & Gifts Web site, is tracked. The automatic tracking of the 
participating or referring Internet sites is crucial to transparently customizing Web 
site pages to take advantage of brand name recognition and customer loyalty. 

To resolve the problem of dynamic customization of Internet sites 
participating in the PC Flowers & Gifts program of marketing services, PC Flowers 
& Gifts has completely redesigned its Web site pages to be extremely user friendly 

-13- 

/ 



TOBIN-3 

and its hypertext links to be configured in a database format. The database format 
of hypertext links enables development of "private label" and "co-branded" floral 
and gift services that can be customized for many of the major Web sites on the 
Internet and online services. For, example, if a consumer were to visit one of the 

5 private label floral and gift services home page of the Internet site "Homearts", all 
the graphics and product categories on each of the PC Flowers & Gifts Web site 
pages, available through a hypertext link from a Homearts Web site, are fully 
customized in graphic and content format to reflect only the Homearts brand name. 
As another example, all the graphics and product categories on each of the PC 

10 Flowers & Gifts Web site pages, available through a hypertext link from a 
Pathfinder Web site, are partially customized in graphic and content format to 
reflect both the PC Flowers & Gifts and Pathfinder brand names. This unique 
database format of server files accessed through the hypertext links permits a 
participating Internet site to host floral and gift services so as to take advantage of 

15 the consumer's familiarity with the participating Internet site. 

The advantages of a floral and gift service customized to the various 
participating Web sites and online services are among the following: building the 
brand name and Identity of participant's own floral and gift service; taking 
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advantage of the event driven nature of the floral and gift business on a monthly 
basis to promote the participant's own site and to generate traffic; and, utilizing the 
content of the PC Flowers & Gifts floral and gift service to the participant's own 
marketing advantages. In addition, the participating Web sites and online services 
5 can utilize the unique capabilities of the PC Flowers & Gifts service such as the e- 
mail gift reminder service, which is part of the content of the PC Flowers & Gifts 
service, in order to develop a close relationship with their consumers and gain 
permission to enter the consumer's mailbox in order to place reminders of various 
upcoming gift events. 

10 

Referring now to FIG. 1A there is shown a schematic of a typical 
communications network 10 including single client stations 13 and 18, a local area 
network (LAN) 12 of client stations 15, 16 and 17, and servers 19, 20, and 21 
interconnected across the Internet 1 1 . A client station may directly transfer into a 
15 server or be pointed to one server by another sever. More specifically, assuming 
for the sake of explanation that server 21 is the PC Flowers & Gifts Web server, 
the clients may directly transfer across the Internet 1 1 and communicate with the 
Web server 21. or the clients may initially transfer across the Internet 11 and 
communicate with sen/er 18 or 19 which provide a hypertext link to server 21 . It 
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is noted that via the hypertext links on server 18 or 19, the client attains the IP 
address to server 21 and the Web site location on the Web server residing in 
server 21 . 

5 Referring now to FIG. IB, there is shown a tabular display of typical 

hardware elements for a client and a server, and respective software elements 
which configure the hardware elements for operation in accordance with the 
present invention. A typical client platform includes hardware such as a central 
processing unit (CPU), e.g. a Pentium microprocessor, RAM. ROM. hard drive 
10 storage, modem, and optional removable storage devices such as a floppy drive 
or a CD ROM drive. The client hardware is configured by software including an 
operating system, e.g. Windows 95 or NT, and an Internet browser such as 
Netscape's "Navigator" or Microsoft's "Internet Explorer". A typical server platform 
includes hardware such as a CPU. e.g. Pentium microprocessor, RAM, ROM, 
15 hard drive, modem, and optional removable storage devices, e.g., floppy or CD 
ROM drive. The server hardware is configured by software including an operating 
system, e.g. Windows 95 or NT, Web server software, e.g., Netscape Commerce 
Server, and database software, e.g., Oracle RDBMS. 
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NON CUSTOMIZED WEB SITE PAGES 

Referring now to FIG. 1 C there is shown a PC Flowers & Gifts home page 
■ web site page 100 providing Internet consumers a variety of floral and gift 
purchasing opportunities through graphic based hypertext links. It is noted that the 
5 references to Web site page(s) and HTML document are used interchangeably in 
the art and herein. The graphic link 102 provides a jump to a Web site page 
detailing gift suggestions while links 1 03 to 1 06 provide jumps to Web site pages 
detailing specific gift offerings. Essentially, these links 103 to 106 are anchored 
to database server files which are called up by the server to form Web site pages 
10 that are customized to the requirements of any participating Internet site. Link 1 07 
provides a jump to a Web site page disclosing a pledge of quality of service and. 
the footer 118 includes link hypertext link 113. a copyright notice, hypertext link 
114, a "Talk To PC Flowers" link, and hypertext link 115. an inquiry link The 
flower link 117 is a link to a "shop by occasion" Web site page which is also 
,5 accessible through link 109. It is noted that the header 116 is solely a PC Flowers 
& Gifts label which indicates that the client has accessed the Web site page 1 00 
without any hypertext links through a participating Web site requiring 'private label" 
or "co-branded" customizing, more fully discussed with respect to FIGS. 1 1 C-20 
and 21 C-30. 
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A key feature of the present invention involves the image map 101 which is 
a grouping of hypertext links 108-112. Hypertext links 108-112 provide jumps to 
Web site pages indicated, respectively, as "shop by occasion", "shop by category", 
"links, lists and laughs", "how it works", and "greeting cards". Essentially the 
hypertext links contain anchors to web site pages which are created from 
combinations of server files. For customizing web site pages which the hypertext 
links are anchored to. in accordance with the present invention, a database 
process is used to access different combinations of files for configuring the 
customized content on the web site pages the client or user eventually sees when 
a hypertext link is executed. The image map 101 entails two components, the 
client's xy coordinate pointer position and the matching of server database files as 
discussed above. The server calls out appropriate database files to configure the 
eventual web site page displayed, such as web site page 200. The database files 
called out depends on variables such as a particular vendor, date, particular 
occasion, etc. 

Referring now to FIG. 2 there is shown a PC Flowers & Gifts Web site page 
200. denoted as "shop by occasion", accessible via the hypertext link 108 from the 
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home page Web site 100 depicted in FIG. 1 . The Web site page 200 contains an 
occasion map 201 which includes hypertext links 202 through 213 which provide 
jumps to Web site pages indicated, respectively, as "birthday", "anniversary", 
"wedding", "get well", "baby", "romantic/love", "thank you", "congratulations", 
"thinking of you", "sympathy", "business", and "international". For the occasion 
map 201, like the home page image map 101, a database process is used to 
dynamically select the files used to configure a Web site page that a particular 
hypertext link points to. Also on the Web site page 200 is a sun flower 214 which 
is a hypertext link to the home page 1 00. 

Referring now to FIG. 3 there is shown a PC Flowers & Gifts Web site page 
300, denoted as "birthday gifts", accessible via a hypertext link 202 from the Web 
site page 200 depicted in FIG. 2. Various Web site pages providing information 
on purchasing options are available through hypertext links 301-303, and 307. 
Specific Web site pages with ordering information are available through hypertext 
links 304-306. 

Referring now to FIG. 4 there is shown a PC Flowers & Gifts Web site page 
400. denoted as "shop by category", accessible via a hypertext link 109 from the 
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home page Web site 100 depicted in FIG. 1. The distinguishing content on this 
Web site page 400 is that the category image map 401 includes hypertext links 
402-408 which provide jumps to Web site pages indicated, respectively, as 
"flowers", "plants", "balloons", "Hickory Farms gourmet foods", "bears by Russ", 
5 and "greeting cards on-line. As noted for the discussion pertaining to the home 
page image map 101, the category image map 401 includes hypertext links which 
point to Web site pages that are dynamically created as needed by a database 
process. 

10 Referring now to FIG, 5, there is shown a PC Flowers & Gifts Web site page 

500, denoted as "balloons", accessible via a hypertext link 404 from the Web site 
page 400 depicted in FIG. 4. Web site pages detailing some suggested occasions 
for purchasing varieties are available through hypertext link groupings 501 through 
503. Hypertext links 504 through 506 provide jumps to Web site pages providing 

15 a more detailed view of product options and associated ordering information. 

Referring now to FIG. 6, there is shown a PC Flowers & Gifts Web site page 
600, denoted as "link, lists, and laughs", accessible via a hypertext link 110 from 
the home page Web site depicted in FIG. 1. The distinguishing content oh this 
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Web site page 600 is that the links, lists, and laughs map 601, which includes 
hypertext links 602-608, provide jumps to Web site pages indicated, respectively, 
as "holiday information", "the language of flowers", "anniversary etiquette", 
"birthday flowers & birthstones". "all about roses", "all about plants & flowers", and 
5 "Web sites to visit". As noted for the discussion pertaining to the home page image 
map 101, the hypertext "links of the lists and laughs" image map 601 point to web 
site pages which are dynamically created by a database process retrieving 
appropriate server files. 

10 Referring now to FIG. 7. there is shown a PC Flowers & Gifts Web site page 

700, how it works, accessible via a hypertext link 1 1 1 from the home page Web 
site page 100 depicted in FIG. 1. The distinguishing content on this Web site page 
700 is the "how it works" image map 701 which includes hypertext links 702-708 
which provide jumps to Web site pages indicated, respectively, as "about PC 

15 Flowers", "supplier information", "delivery information", "satisfaction guaranteed", 
and "e-mail gift reminders". As noted for the discussion pertaining to the home 
page image map 101, the hypertext links of the "how it works" image map 701 point 
to web site pages that are dynamically created. The Web site page 700 also 
contains a hypertext link 707 to a Web site page offering Thanksgiving specials 
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and a grouping of hypertext links 708 providing jumps to the same Web site pages 
as the home image map 101. 

Referring now to FIG. 8 there is shown a PC Flowers & Gifts Web site page 
5 800, denoted as an e-mail holiday reminder, accessible via a hypertext link 706 
from the Web site page depicted in FIG 7. The Web site page 800 affords 
potential clients, i.e., Web browser users, an opportunity to provide their e-mail 
address and request that a gift reminder be sent to that e-mail address prior to one 
of many holidays or a custom event such as an anniversary, birthday, or special 
10 event 801. The e-mail holiday marketing program 801 is unique in that clients 
provide personal information, i.e., email addresses, and allow the server to 
automatically direct marketing based content to the personal e-mail address 
provided by the client or user. 

15 Referring now to FIG. 9. there is shown a PC Flowers & Gifts Web site page 

900, denoted as item information, accessible via a hypertext link 1 1 1 on the home 
page depicted in FIG. 1 or the hypertext link 305 on the Web site page depicted 
in FIG. 3. A client is afforded an opportunity to view the product, herein a dozen 
long stem roses, and ordering options 901 , without a vase, and 902, with a crystal 
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vase. Executing a jump under one of the hypertext links 901 or 902 leads the client 
to Web site page 1001, denoted as order form and shown in FIG. 10. The Web 
server tracks the particular product being ordered by the particular hypertext link 
901 or 902 that the client jumps from onto the order form Web site page 1 001 . It 
5 is noted that encryption is employed respecting transmission of sensitive 
information transmitted across the Internet. The details of the encryption and 
exchange of ordering information with vendors offering goods and services is 
further discussed in greater detail herein below. 

10 CO-BRANDED CUSTOMIZATION 

Referring now to FIG. 11A there is shown a Web site page 11 AO of a 
marketing co-partner, Pathfinder. A hypertext link 11 A1 provides a jump to a Web 
site page 11 BO, shown in FIG. 11B. which provides shopping opportunities to the 
client. The Web site page 1 1 BO contains hypertext links. 1 1 B2, 1 1 B3, and 1 1 B4, 
15 which provide jumps to Web site pages, related to the PC Flowers and Gifts 
marketing program for floral and gift services, which are co-branded with the 
participating Web site partner, in this instance Pathfinder. 

FIGS. 1 1C-20 show co-branded Web site pages that correlate to the PC 
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Flowers & Gifts Web site pages depicted in FIGS. 1 C-10. The Web site pages of 
FIGS. 11C-20 are customized with both the PC Flowers & Gifts and the marketing 
partner's brand, Pathfinder. Referring to the Web site page 1100, shown in FIG. 
11C, the header 1116 is a modified version of header 116 with the additional 

5 pathfinder label 1116'. In addition, the client's familiarity with the marketing 
partner's brand is reinforced through the retention of the marketing partner's 
navigational features via the hypertext link grouping 1 102. The modified header 
1116 with the pathfinder co-brand 1116' is shown on Web site pages 1 200, 1 300, 
1400, 1500, 1600, 1700, 1800, 1900 and 2000. In addition, the navigational 

10 features 1102 of the marketing partner is utilized on Web site pages 1800 and 
1900. 

Still referring to FIG. 11C, like the home page image map 101 discussed 
above, the home page image map 1101 herein is a grouping of the hypertext links 
15 108-112, which point to Web site pages that are dynamically created to reflect 
preferences of the marketing partner, which in this instance is Pathfinder. 
Accordingly, all the server Web site pages accessed through the home page image 
map 1 101 lead to PC Flowers & Gifts Web site pages that have been customized 
with graphic, text, or navigational features according to Pathfinder's preferences. 
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• For example, the header 1 1 16 is customized to include the Pathfinder brand 1 116\ 
and the navigational features 1102 of the Pathfinder Internet site are retained. 
Such a co-branding of Web site pages takes advantage of the client's existing 
relationship and familiarity with the marketing partner, Pathfinder. In addition, the 
5 hypertext link grouping 1103 retains the links 102-107 of the PC Flowers & Gifts 
Web site pages, however, like the home page image map 1 101, the hypertext link 
grouping 1103 provides jumps to PC Flowers and Web site pages that are 
dynamically created to be co-branded with the Pathfinder name brand. 

10 PRIVATE LABEL CUSTOMIZATION 

Referring to FIG. 21 A there is shown a Web site page 21 AO of a marketing 
partner, Homearts, which prefers a "private label" customization of the PC Flowers 
& Gifts Web site pages depicted in FIGS. 1C-10. The Web site page 21 AO 
includes a hypertext link 21 A1 to a Homearts' Web site page 21 B1 shown in FIG. 
15 21 B, which offers marketing services to clients. The hypertext link 21 81 provides 
a jump to the PC Flowers & Gifts Web site pages depicted in FIGS. 1C-10, but 
which have been customized in accordance with the marketing partner's private 
label requirements. 
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FIGS. 21C-30 show private label Web site pages that correlate to the PC 
Flowers & Gifts Web site pages depicted in FIGS. 1 C-10. However, the Web site 
pages of FIGS. 21C-30 are customized with only the marketing partner's brand, 
Pathfinder. Referring to the Web site page 2100, shown in FIG. 21 C, the client's 
5 familiarity with the marketing partner's brand is reinforced through the use of a fully 
customized header 2116, "Homearts Flowers & Gifts", and a fully customized 
footer 21 17. "Homearts". The fully customized header 1116 and footer 21 17 are 
also used on Web site pages 2200, 2300, 2400, 2500, 2600, 2700, 2800, 2900 and 
3000. 



Still referring to FIG. 21 C, like the home page image map 101 discussed 
above, the home page image map 2101 herein is a grouping of the hypertext links 
108-112, wherein the sever files for the linked Web site pages are dynamically 
created to reflect preferences of the marketing partner, which in this instance is 
15 a private label customizing for Homearts. Accordingly, all the server Web site 
pages accessed through the home page image map 2101 are anchored to PC 
Flowers & Gifts Web site pages that are dynamically created with fully customized 
graphic and text features according to Homearts' preferences. Such a private label 
customization of the Web site pages takes advantage of the client's existing 



10 
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relationship and familiarity with the marketing partner, Homearts. In addition, the 
hypertext link grouping 2103 retains the links 102-107 of the PC Flowers & Gifts 
Web site pages, however, like the home page image map 2101, the hypertext link 
grouping 2103 provides jumps to PC Flowers and Web site pages that are fully 

5 customized with the private label Homearts. 
DYNAMIC TOKENING 

Referring now to FIG. 31, there is shown a schematic 3100 graphically 
illustrating a dynamic tokening structure that configures the server platform in 
accordance with the present invention. It is noted that the present invention 

10 technique of dynamically customizing Web site pages employs, among other 
techniques, dynamic tokening wherein HTML files, i.e., Web site pages, contain 
special markup tags or tokens. Note that the reference to HTML document is 
synonymous with the reference to Web site page(s) referred to elsewhere herein. 
An HTML document is a document which contains HTML coding that provides the 

15 hypertext jump capabilities to other HTML documents. When an HTML based 
document is accessed, an executable is actually called with this HTML document 
as a parameter. Instead of directly outputting the document, the executable 
instead reads in the document and scans for special mark-up tags (tokens). Non- 
token text is simply output to the client, i.e., user. Tokens, however, are 
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dynamically substituted for. This allows information such as where the user's 
request (i.e.. what WWW site) originated from to be passed along as the user 
navigates through the site. 

5 The idea behind the tokening system is to track the location of the source 

of orders placed. For example, if Web site A, i.e., a client, agrees to link to Web 
site B, i.e., a server based Web site, which is selling products on the Web, then the 
following is possible: Web site B can track the number of orders placed by 
customers through this link. Web site A can then be paid on a percentage basis 
10 of sales generated by this link. 

To implement dynamic tokening, every HTML page, is read in by the server 
and output back to the user 3109. As the pages are output, the site 'token' can be 
appended as a parameter to all of the links. When these modified links are then 
15 selected by the user, the page being referenced is read in by the system and 
output back to the user. Once again, the *token\ which was passed to the original 
link as a parameter, is appended to all links of this newly referenced page. 

Each hypertext link is a call to an executable which performs the function of 
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reading in the page and outputting it back to the user with tokening information 
passed as parameters. This executable also takes the file name of the page being 
referenced as a parameter so the executable knows which file to read in, modify, 
and output. The tokening code 3102 includes the following executables or 
5 programs: tokening.cgi 3103, and track. cgi 3104. as shown in the block schematic 
3100 of FIG. 31. The software token code and mark up tokens 3105 preferably 
reside on the server platform which the client is communicating with. 

Referring now to FIG. 32 there is shown a block diagram 3200 of the key 
10 process features of the executable tokening.cgi. Upon a call via a hypertext link 
3201, the executable tokening.cgi dynamically outputs an HTML page 3206. 
substituting in information on the original source (the site token) of the system 
access for special mark-up tokens in the HTML. Note that a call to the tokening.cgi 
appears in the browser's display of the URL. The tokening.cgi process enables the 
15 site token information to be passed from page to page 3206 and to be recorded 
when an order is eventually placed. Both the source of the access (the site token) 
3204 and the HTML file 3205 to be output are passed to ^'tokening.cgi" as 
parameters 3203. In HTML, an action field or link calling the tokening executable 
would appear as: "tokening?site_token&file_name" where "site_token" is a string 
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identifier corresponding to a Web site and "file_name" is the HTML file being 
accessed. For example, referring to FIG. 2, the URL 2' address contains a similar 
field "tokening. cgi?80&/occasion.htm. 

5 Referring now to FIG. 33 there is shown a block diagram 3300 of the key 

process features of the executable track.cgi. Under the executable track, cgi, a hit 
or Web site entry is recorded 3303 in the global database for the given site token, 
the current date, and the vendor of the home page being accessed. The code then 
dynamically outputs the home page, substituting in the original source (the site 

10 token) of the system access for special mark-up tokens in the HTML (as is similarly 
done in the tokening executable). Both the source of the access (the site token) 
3305 and the HTML file 3306 to be output are passed to "track. cgi" as parameters 
3304, The tracking program is preferably called 3301 as an URL 3302 to enter the 
PC Flowers and Gifts system from other Web sites. The program "track, cgi" 

15 records a hit and then dynamically outputs the HTML page 3307 which is 
referenced by the second parameter to the executable. A call 3301 to the program 
would appear as: "track. cgi?site_token&file_name" where "site_token" is a string 
identifier corresponding to a Web site and "file_name" is the HTML file being 
output. For example, referring to FIG. 1C, the URL V contains such a field 
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"track. cgi?90&/homehtm". 

MARK-UP TOKENS 

Rather than have the user repetitively enter in the tokening executable 
5 name and to also to keep the tokening mechanism as transparent as possible, a 
special "HTML extension" mark-up tag is defined. This mark-up token 3105 
appears in links of the static HTML files. This tag is searched for by the tokening 
executable and, when found, is substituted in with a call to itself (the tokening 
executable) with the same site token passed along as a parameter. To 
10 accommodate the functionality of the above dynamic tokening, the present 
invention utilizes, among others, mark-up tokens 3105: Port# 3106 and, 
IMAGEMAP 31 07 and URL 31 08. 

The PORT# 3106 mark-up tag or token is defined as an HTML extension 
15 and is embedded within the HTML pages that the server accesses. The PORT# 
token 3106 is the original token defined to perform the task of dynamically passing 
site information from HTML page to page., i.e., Web site page to Web site page 
such as from FIG. 1C to FIG. 2. This token 3106 will therefore appear most often 
in the site's HTML pages. This token should appear as follows in all links to the 
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site's HTML pages, other than order forms, image maps, and form action fields. 
Order forms, image maps, and form action fields are handled separately with other 
tokens. Also note that references to graphics should *not* contain this token since 
graphics do not directly contain links and graphic files are in binary and not text. 
Regular links (see above) will appear as: 

<a href= "~PORT#~html_page_path_name"> </a, 
where the "html_page_path_name" is specified from the document root. The 
system will dynamically append the document root's path name if needed. It is 
noted that the token PORT# 3106 appears immediately before the path name with 
no white space or other characters in between the two, and that quotation marks 
surround the token/path name. For example, the PORT# 80 is carried through in 
URLs r-10' of FIGS. 1C through 10, respectively. 

As one can ascertain an implementation of the system is divided into two 
main portions, designated as the product selection area and the check-out area. 
PRODUCT SELECTION AREA 

The product selection area must support several design goals: 

-It must easily reflect changes in product descriptions; 

-It must accommodate changes to prices and shipping methods. 

There are principally two approaches to creating such a web site. The first 
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method involves creating individual web pages with hypertext pointers to the 
Check-Out area with product selection encoded. The second method involves the 
use of a database and a program to create the individual web pages dynamically. 
This method is currently substantially slower, and in a highly successful web site 
5 would cause unacceptable performance. In practice, the product descriptions, 
prices, images, and shipping information change infrequently and can be 
scheduled to occur at off-peak hours. The PCFIowers site takes an innovative 
approach to the problem. 

In addition, each Product Selection area has 4 key components: 
10 -Private label home page; 

-Private label collection selector page; 

-Private label collection page; 

-Private label product detail page. 
PRIVATE LABEL HOME PAGE 
15 Each private label web site has on each page a custom icon that hyperlinks 

back to the private label partner's web site, a navigation bar that hyperlinks to 
areas within the private label partner's web site and maintains the look and feel of 
the partner's web site. 
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PRIVATE LABEL COLLECTION SELECTOR PAGE 

The private label collection selector page is an aggregation of hyperlinks to 
the private label collection pages. The hyperlinks are accessed through a 
graphical client-side image map. In order to support the preferences of the 
5 vendors and private label partners, the graphic and map coordinates are 
automatically generated. In this manner, if a partner does not wish to offer 
products from a particular vendor, the appropriate values are set in the partner 
database. 

PRIVATE LABEL COLLECTION PAGE 

10 By designing a web site generator based on an Abstract Syntax Notation 

(ASN) that mimics an object-oriented database, the sites* Product Selection Areas 
can be generated as web pages, while retaining the individual character of each 
site. The ASN analyzes the creation date of each constituent element of the web 
page, analyzes the dependencies that exist in creating the resulting web page, and 

15 determine if the page needs to be updated. If so, the ASN parser applies the 
object-oriented method appropriate to that object, and creates the resulting web 
page element. The elements are assembled into a final web page. 
PRIVATE LABEL PRODUCT DETAIL PAGE 

The design of the product detail page employs an object-oriented method 



-34- 



TOBIN-3 

related to the private label collection page. 
CHECKOUT 

The check-out area of the site has the following components: 
Order page; 
5 Order error page; 

Order confirmation page. 
ORDER PAGE 

The order is arrived at from any one of the product detail pages. The site 
ID, product ID, and any product options are encoded in the hypertext access. The 

10 order page prompts the user for sender, recipient, personalization, and payment 
information. In addition, if any custom offerings are currently in place for this 
partner site, they are presented at this time. Customizations occur in two ways. 
First, the user interface may be modified to capture additional customer information 
such as a coupon number. Each partner can have a separate mechanism for 

15 validating coupon numbers, that is invoked at the time the order page is generated. 
The second customization area is not seen directly by the user, but manifests in 
pricing incentives, discounts by percentage or fixed dollar amount. When the order 
page is filled, the custom discount pricing is transmitted to the order confirmation 
page. The page maintains the look and feel conventions of the partner site by 
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accessing the site ID information encoded in the access. Upon completing the 
form, the user submits the information, and is transported to either the order 
confirmation page or the order error page, in the event of missing or improperly 
formatted data. 

5 ORDER ERROR PAGE 

The order error page is generated in the event of missing or malformatted 
data. In this event, the user is offered input areas to correct the missing elements, 
along with a textual description and explanation of the missing information. The 
look and feel of the private label partner is maintained on the order error page. 

10 ORDER CONFIRMATION PAGE 

The order confirmation page is generated upon successful completion of the 
Order Page or Order Error Page, The user has displayed a summary of the 
transaction. At this time, the system also generates an e-mail version of the 
confirmation information. 

15 IMAGE MAP DYNAMICS 

Referring back to FIG. 1C, it is noted that the image map 101 is a grouping 
of hypertext links 108-112, that provide jumps to Web site pages indicated, 
respectively, as "shop by occasion", "shop by category", "links, lists and laughs", 
"how it works", and "greeting cards". This grouping of hypertext links 108-1 12 is 
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an image mapping of server files which are created dynamically at the time the 
client or user jumps onto the home page 100. Configuration of the image map 101 
entails two components, the client's xy coordinate pointer position and the 
matching of server database files. The server calls out database map files based 
5 on variables such as a particular vendor, date, particular occasion, etc. 

Respecting the IMAGEMAP 3107 and URL 3108 mark up tokens, the 
dynamic tokening scheme necessitates special handling of image maps, such as 
101, 1101, etc., since image maps contain anchors to other pages. The 

10 implementation of image maps makes use of the PORT# 3106 token as well as the 
tokens: URL 3108 and IMAGEMAP 3107. The URL token 3108 appears in a map 
template file while the IMAGEMAP token 3107appears in the anchor for the image 
map. The assumption is that image maps are handled in a manner similar to the 
Netscape Commerce Server's handling. Specifically, Netscape servers reference 

15 image maps with the following line: a href-'image map path name*'> <img 
src="graphic path name" ISMAP></a>. This differs from NCSA base servers where 
an actual entry in the image map configuration file must exist for each image map. 

Dynamic image maps, such as 101 or 1101, work in a similar manner to the 
20 other tokening mechanisms except for the handling of the map files themselves. 
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The reference (i.e. the anchor) to the image map should appear as: <a 
href="IMAGEI\/IAP"> <img src="graphic path name" ISMAP></a>. This Nne is 
essentially the same as an image map reference without the dynamic tokening 
system. The only difference is that instead of a path name of the image map file, 
5 the token IMAGEMAP appears (inside of quotation marks). 

In the same directory as the file with the above image map file reference, 
there must be a file name of the same name but with the file extension ".map". For 
instance, if there is an image map reference in the file "XXX.htm", then in the same 

10 directory there must be a file "XXX.map. This file is a generalized version of a 
standard image map file, in each line of this image map file, the URL should be 
replaced with the URL token 3108 immediately followed by the HTML file that 
should be displayed. The HTML file should be specified from the document root, 
i.e., do not include the "/document_root" portion of the full path name. Static image 

15 map files are created from this template file for each token as they are 
encountered. For example, the following lines illustrate a ".map" file, 
default ~URL~/error.htm 

poly -URL-/vendor03/index01. htm 127,3 193,3 217,51 193,101 127,101 102,51 
poly -'URL^/vendor05/index03.htm 223,54 208,54 31 3,1 03 288,1 51 223,1 51 
20 poly '-URL^/vendor03/index02.htm 31 ,56 96,56 1 20,1 04 95,1 51 31 ,1 51 6,1 04 
poly^URL-/vendor04/index04.htm 31,158 96,158 119,206 95,255 31.255 6,206 
poly-URL-/vendor04/giftbskt.htm 225,156 293,156 319,207 293,259 225,259 
poly -URL-/vendor02/home.htm 127.208 192,208 217.258 192.306 127.306 
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poly -\jRL-A/endor03/speciaI. htm 125,106 194.104 221,154 193,204 124,204 

When a file "XXX.htm" with an image map link is referenced from "port" YYY 
and the IMAGEMAP token is encountered, then the following occurs: The system 

5 looks in the same directory as the file "XXX.htm" and searches for a file named 
"YYYXXX.map". If the file already exists, then it is used as the image map file. If 
the file does not exist, then the system searches the same directory that the file 
"XXX.htm" appears in for a file named "XXX.map". If this file is not present, the 
system returns an error. Otherwise, the system generates a file named 

10 "YYYXXX.map" from the template file and this file is then used as the map file for 
the access (and all subsequent accesses from port YYY). The reason that the 
image map files are created dynamically is that the number and names of ports 
(i.e. site tokens) are not known ahead of time. With this scheme, hard-coded 
additions do not need to made every time a port token is added. 

15 

Since an image map must have a corresponding ".map" file with the same 
name and in the same directory as the file the image map reference appears in, 
this scheme allows only one image map per file. In addition, a Netscape server (or 
a server which handles image maps in a similar manner to a Netscape server) 
20 must be used. For the NCSA server, for example, each image map must have ah 
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entry in an image map configuration file as well as an image map file. These 
entries can not be created dynamically easily since the file can only be edited as 
'root' and since the daemon would have to be stopped and restarted (as 'root'). 

VENDOR PARTICIPATION 

Regarding vendor related functions, the overall server set-up is configured 
in such a manner that the individual vendors have near complete control over their 
HTML pages and the pulling of their orders (as long as system conventions are 
adhered to). Despite this control, the system also has standardized, centralized 
order processing, gift reminders, and system HTML pages. The vendor control, as 
well as system protection from inadvertent or malicious vendor actions, is provided 
by individual databases for each vendor as well as restricted accounts and access 
to directories for each vendor. 

A vendor is given a number between 02 and 99. This number identifies the 
vendor throughout the system and is included in the naming of the vendor 
database, the vendor FTP and Netscape id's, and the location of vendor files off 
of the document root to name a few things. For instance, vendor 02 has a 
database named "vdb02", login id's "guest02", and HTML files located at 
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'7document_root/vendor02". See FIG. 5 where the URL 5' string displays 
".../vendor03/,..", which indicates that the vendor's number is 03. 

In addition, order numbers are pre-pended with vendor number. So, order 
5 number '12' for vendor 02 is referred to as order number '0212* outside of the 
system. Note that internally though, the order number is stored only as order 
number '12'. This is due to the fact that the vendor number is implicit in the vendor 
database in which the order resides. For this example, order number '12' would 
be stored in database "vdb02". The vendor number *00' is sometimes used as a 
10 default for the global database 'globaldb'. (e.g. hits and gift reminders) and 
therefore can not be used for a vendor. The vendor number '01 ' is reserved for the 
plants and roses FAQ section. These vendor database files are automatically 
generated and uploaded to the server via the 'guestOI' account. 

15 Vendor's can access the server via FTP and a browser interface. Each 

vendor has an FTP only account with the id: '*guestXX" where XX is the vendor 
number. The home directory is: /document__root/vendorXX/vendorXX. As shown 
by the schematic 3400 of FIG. 34, vendors FTP to the server to perform the 
following tasks : 1) Upload "prod.dat" file 3401. The "prod.dat" needs to be the 
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vendor*s home directory so that the preprocessor code can locate it. The 
preprocessor will also place the corresponding "prod.imp" and "prod. log" files 
which it generates in the vendor's home directory; 2) Download encrypted files 
containing orders 3402. When a vendor pulls orders from his database, the orders 

5 are placed in an encrypted file in the vendor's home directory; 3) Upload HTML 
files 3403. The vendor's HTML files should reside in the directory 
"/document_root/vendorXX" (one directory up from the vendor's home directory). 
Sub-directories from this directory may exist but they obviously must be specified 
in all of the paths found in the actual HTML; and 4) Clean-up 3404(removing old 

10 order files or old HTML files). 

When orders are pulled from a database by a vendor, they are placed in a 
file and the file is encrypted. This encryption of order files is mainly intended to 
protect credit card numbers from being obtained as the order batch files are 
15 transferred across the Internet. Credit card numbers do sit unencrypted in the 
database. Protection of these numbers is achieved through the use of db2 access 
permissions as well as restricted FTP and telnet access to the server itself. 
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ENCRYPTION 

A commercially available encryption software, ViaCrypt's PGP software, is 
used to do this public encryption in the following manner: (1) Vendor's are 
typically create their own public/private key pair and to send the public key to ISSC 

5 via means they see appropriate. (2) A military grade key pair is preferred (1 024 
bit key); ISSC creates its own public/private key pair to be used as the "system 
administrator's" key, preferably a military grade key pair is selected (1024 bit key). 
It is noted that for vendors, only the public key resides on the server, whereas for 
ISSC the private key sits on the server but the pass phrase does not. ISSC also 

10 stores its private key on a local development server and the vendors store their 
keys locally on their PC's. (3) ISSC signs the vendor keys when they are received, 
in this way the id cannot be changed maliciously in the future by someone who 
shouldn't be editing the key. 4) When orders are pulled from the database by the 
cgi programs run by the vendors, the orders are placed in a file and encrypted with 

15 both the vendor's public key and the system administrator's key. The latter key is 
used so that the encrypted data can be recovered by ISSC if a vendor does 
something fatal (like forgetting his pass phrase!). 5) Orders are encrypted with the 
wipe option (-w) so that the data file is written over with random data and then 
deleted. 6) Digital signatures are not used. 
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ALTERNATIVE EMBODIMENTS 

It should be noted that application of the key features of the present 
invention disclosed herein may be practiced with client/server based 

5 communications across "Intranets". In simple terms, Intranet is a descriptive term 
being used for the implementation of Internet technologies within a locally defined 
group of clients or users, rather than for the external connection to the global 
Internet. The main technology components of the Internet are:- communications 
protocol, i.e., TCP/IP, providing the ability to connect and communicate between 

10 networks and individual desktop devices; the ability to transfer files between point- 
to-point locations; the ability to provide direct point-to-point communication 
between individuals or groups; the ability to provide access to information on a one 
to many basis, on demand; the ability to access existing infrastructure applications; 
and the ability to deliver the increasing technical complexity to the desktop in a 

15 transparent, seamless and intuitive manner. 

During the evolution of the Internet, a series of applications have been 
created to meet the specific needs of each component area. Within each of these 
areas the survival of the fittest has brought several specific best-of-breed 
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applications and standards. For example, the FTP protocol standard for file 
transfer, the Mosaic technology for Web browsing, the MIME standard for 
transparent distribution of all file formats, the HTML syntax as the language of the 
Web, etc. 



The present invention features of marketing through dynamic customization 
of Web site based HTML tagged documents, as described herein, are readily 
applicable to Intranets defined by geographic regions such as cities or states. 
Alternatively, the Intranet can be defined by a particular class of online customers 
10 such as "Digital City" customers which are a part of America Online's service. 
Moreover, several distinct Intranets can be defined by grouping Digital City 
customers according to geographic areas such as cities. In accordance with the 
present invention features disclosed herein, the content on the PC Flowers & Gifts 
Web pages can be customized for each distinct Intranet. 



It should be understood that the embodiment described herein is merely 
exemplary and that a person skilled in the art may make many variations and 
modifications to these embodiment(s) utilizing functionally equivalent elements to 
those described herein. Any and all such variations or modifications as well as 
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others which may become apparent to those skilled in the art, are intended to be 
included within the scope of the invention as defined by the appended claims. 
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